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l. OnpepeneHusn

B HactoAwem AOKYMEHTe MWCMNOMb3YTCA caedylolme TEPMUHbI U UX
onpeaeneHus.

ABTOMATM3UPOBAHHAA 06paboTKa nepcoHanbHbIX AaHHbIX — 06paboTKa
NepPCOHa/IbHbIX AAHHbIX C MOMOLLBIO CPEACTB BblYUCIUTENIBHON TEXHUKW.

be3onacHOCTb MEepPCOHaNbHbIX AaHHbIX —  COCTOSHME  3aLMLLEHHOCTU
NepcoHanbHbIX AAHHbIX, XapaKTepM3yemoe CNoCOOHOCTbIO MO/b30BaTeNEN, TEXHUYECKUX
cpeactB U MHPOPMALMOHHBLIX  TeXHOJIoTM  obecnedyntb  KOHPUAEHLMAbHOCTD,
LENOCTHOCTb W [OCTYNHOCTb MEePCOHasbHbIX  AaHHbIX npu  uMx obpabotke B
MHPOPMALMOHHbBIX CUCTEMAX NEPCOHA/bHbIX AAHHbIX.

BI'IOKMpOBaHMe NnepCcoHa/ZIbHbIX AaHHbIX — BpeMeEHHOE npeKpauleHune c6opa,
cncrematumsaunmn, HakonaneHunAa, WwWuCnosib3oBaHUA, pPaACNpPOCTpPaHEHUA, NePCOHA/IbHbIX
AaHHbIX, B TOM YNC/1e nx nepegadu.

[Doctyn K wuHPopmaumm — BO3MOXKHOCTb MNOJyYeHUs MHOOpPMaUMM U eé
MCNONb30BaHUA.
3awmwaemana uHpopmauma — MHPopmaumsa, ABASAKOWAACA  NpPeaMeToM

COOGCTBEHHOCTM M MoANeXalwas 3aliuTte B COOTBETCTBUM C TpeboBaHMAMM NPaBOBbIX
JOKYMEHTOB UAKN TpeboBaHMAMM, YCTaHABAMBAEMbIMWN COBCTBEHHUKOM MHPOPMaLUW.

MaeHTuduKauma — npuceoeHne cybbekTam M obbekTam  gocTyna
naeHTMdmKaTopa U (M1M) cpaBHEHWE NPEAbABAAEMOro UAEHTUPUKATOPA C NepeyHem
NPUCBOEHHbIX NAEHTUUKATOPOB.

MHPopmauMOHHAA cucTeMa NEepCoHaNbHbIX AaHHbIX —  COBOKYMHOCTb
cogeprkalmxca B 6asax L[aHHbIX MEPCOHaNbHbIX [AaHHbIX M obecneyMBalOLMX UX
06paboTKy MHPOPMALMOHHBIX TEXHONOTUA N TEXHUUYECKUX CPEeACTB.

MHpopmaLMOHHARA TEXHONOIMA — MPOLLECChl, METOAbI MOUCKA, cbopa, XpaHeHus,
06paboTKkK, npeaocTaBfeHUsA,  pacnpocTpaHeHus  MHbopmaumum U cnocobbl
OCYLLLeCTB/IEHUA TAaKMX NPOLLECCOB U METOA0B.

UCTOYHMK yrpo3bl 6e30MacHOCTU NEepCOHaNbHbIX AaHHbIX — CyObEeKT AocTyna,
MaTepuanbHbii  OBBEKT WAN  PU3MYECKOe  ABNEHWE, ABAAOWMECA  MPUYMHOM
BO3HMKHOBEHMA Yrpo3bl 6€30MacHOCTU NEPCOHANbHbIX AAHHbIX.

KoHTponupyemaa 30Ha — MPOCTPaHCTBO (TepputopuA, 34aHMe, 4YacTb 34aHuSA,
NOMeELLLEHME), B KOTOPOM WCKIOYEHO HEKOHTpOAMpyemoe npebbiBaHME MOCTOPOHHUX
JIVLL, @ TaK¥Ke TPAHCMOPTHbIX, TEXHUYECKUX U UHbIX MaTepUasbHbIX CPeACTB.

KoHpupeHuManbHOCTb NEpCoOHaNbHbIX AaHHbIX — obAsaTenbHoe  ANs
cobnogeHns onepaTtopom UAM UHbIM MOAYYMBLUMM AOCTYN K MEepCcoHasbHbIM AaHHbIM
muom TpeboBaHMe He pacnpocTpaHATb MX 6e3 cornacus cybbekTa nepcoHasbHbIX
AAHHbIX UM HANIMYMA MHOTO 3aKOHHOTO OCHOBAHMS.



Hapywwurenb 6e3onacHocTH nepCcoHa/ibHbIX AaHHbIX — d)VI3VI‘-IECKO€ nnuo,
cnyqaﬁHo nan npegHamepeHHO cosepularuiee ﬂ,eﬁCTBMﬂ, cneancrteBmnem KOTopbiX ABNAETCA
HapyweHune 6esonacHoCTH NepCoHaNbHbIX AaHHbLIX MPU UX o6pa60TKe TEXHUYECKNMU
cpegcrBamum B MH(I)OpMaLI,MOHHbIX Ccncremax nepCoHaibHbIX AaHHbIX.

HecaHKUMOHUPOBaHHDbIN A0CTYN (HECAaHKLMOHUPOBaAHHbIE AEeACTBUA) — AOCTYN K
MHGOPMALMM UM [EeNCTBMA C MHPOpMaLMen, Hapywalowme npaBuna pasrpaHUYeHms
A0CTyNa C MCNO/b30BAaHMEM LUTATHbIX CPeAcCTB, NpeaocTaBasieMblX MHPOPMALMOHHbIMM
CUCTEMAMM NEPCOHANbHbIX AAHHbIX.

Hocutenb nHpopmauum — dpmsmnyeckoe ANMLO UAM MaTepuasnbHbI OOBEKT, B TOM
yncne ¢usnyeckoe nose, B KOTOPOM MHPOPMAULUS HAXOOUT CBOE OTpPaKeHWe B BUAe
CMMBO/1I0B, 06Pa30B, CMIHA/IOB, TEXHUYECKUX PELUEHUM U MPOLLeCCOB, KOMYECTBEHHbIX
XapPaKTEPUCTUK GU3UUYECKUX BENYMH.

O6e3nnumBaHue NnepCoHa/ibHbIX AadHHbIX — AeﬁCTBMﬂ, B pe3ysbTaTte KOTOPbIX
HEBO3MOXHO onpegenntb MNpPUHaAONEXKHOCTb MepPCOHA/IbHbLIX AdHHbIX KOHKPETHOMY
Cy6'b€KTy NnepCoHaNbHbIX OAHHbIX.

O6paboTKa nepcoHaNnbHbIX AaHHbIX — Aboe paeinctene (onepaumsa) uau
COBOKYMHOCTb [AeWcTBMIA (onepauuii), coBeplliaemblX C WCMONb30BaHUMEM CPeacTB
aBTOMaTU3aUMM MAM 6e3 MCNONb30BaHUA TaKMX CPEACTB C NEepPCOHa/NbHbIMU AaHHbIMM,
BKAOYaA cbop, 3anucb, CcUCTeMaTU3aLMIO, HAKOMJeHWe, XpaHeHue, YTOYHeHue
(obHOBNEHUE, U3MEHEHME), U3BNEYEHNE, UCNONb30BaHNE, Nepeaady (pacnpocTpaHeHue,
npeaocTtasfieHue, goctyn), obes3nnumsaHme, GNOKMPOBaHUE, yAaNeHME, YHUUTOMKEHMe
NepCoHasbHbIX AAHHbIX.

O6beKT BbIYMCAUTENIbHOW TEXHUKU — CTALMOHAPHbLIA UAWU NOABUMKHBIN OODBEKT,
KOTOpPbIA NpeacTaBNfAeT CcoboM  KOMNAEKC CPeAacTB  BbIYUCAUTENbHOM  TEXHUKM,
npefHasHayYeHHbI AN1A BbINOAHEHUS onpeaenieHHbIX GYHKUUIA 06paboTKn nHbopmaLumm.
K ob6beKkTam BbIYUCAUTENBHOW TEXHUKM OTHOCATCA aBTOMATM3MPOBAHHbLIE CUCTEMDI,
aBTOMATU3NPOBaAHHblE paboune mecTa, MHOOPMALMOHHO-BbIYUCAUTENBbHbIE LLEHTPbI U
ApYyrue KOMMJEeKCbl CPeacTB BbIYUCAUTENIbHOM TEXHUMKU. K 0O6beKTamM BblYMCAUTENBHON
TEXHUKN MOTYT OblTb OTHECEHbI TaKXe OTAE/bHble CPEACTBA BbIYMCANTENBHON TEXHUKM,
BbIMOMIHAOLWME CaMOCTOATENbHbIE PYHKUMM 06pabOTKM MHDOPMaLUU.

OnepaTop NepCcoHaNbHbIX AaHHbIX — rOCYAAPCTBEHHbIMA OpraH, MyHMUMUNANAbHbIN
opraH, topuanyeckoe unm Gusnyeckoe 1ML, CaMoCTOATE/IbHO UAM COBMECTHO C APYrumu
IMUamuM opraHmsylowme 1 (Mnm) ocywecrenstowme ob6paboTKy NepcoHasbHbIX AaHHbIX, a
TaKKe onpegenawowme ueanm obpaboTkM NepcoHasbHbIX AAHHbIX, COCTAB NEePCOHasbHbIX
OaHHbIX, noanexawux obpaboTke, aelcteua (onepaumu), CcoBepllaemble C
NnepcoHanbHbIMU AaHHbIMM.

MepcoHanbHble AaHHble — 0b6as MHPOPMaLMA, OTHOCALWLAACA MNPAMO UK
KOCBEHHO K oOnpegeneHHOMy MWAM onpegensemomy oéusmyeckomy nuuy (cybbekTty
NepPCOHa/bHbIX AAHHbIX).

MNonb3oBatenb MHPOPMALMOHHOMW CUCTEMDbI MEPCOHANbHbLIX AAHHbLIX — /MLO,
yyacTeytoulee B GyHKLMOHUPOBAHUN MHPOPMALMOHHOM CUCTEMbI NEPCOHA/bHbIX AaHHbIX
AW Ucnonb3aytollee pesynbTaTbl ee GYHKLNOHNMPOBAHUS.



MpaBuna pasrpaHUuyeHUA A0CTyna — COBOKYMHOCTb NPaBuW/, PeriameHTUpPYLmX
npaea focTyna cybbeKkToB fOCTyna K 06beKkTam A0CTyna.

MpepocraBneHne NEpPCOHaNbHbIX AAHHbIX — [AEWCTBMA, HamnpaB/ieHHble Ha
PacKpbITUE MEepPCOHa/NbHbIX AAHHbIX ONpeAeNeHHOMY /MUY WAW OnpesaeneHHOMY Kpyry
.

MporpammHoe (nporpammHo-maTemaTuyecKoe) BO3AeiicTBUe -
HeCaHKLMOHMPOBAHHOE BO34elcTBME Ha pecypcbl aBTOMAaTU3UPOBaHHOM
MHPOPMALMOHHON CUCTEMbI, OCYLLECTBASEMOE C MCMNONb30BaHUEM BPEOOHOCHbIX
nporpamm.

PacnpOCTpaHeHue NepCoHa/IbHbIX AadHHbIX — AeﬁCTBMﬂ, HanpaB/1IEHHblIE Ha
PacKpbiTUE NEePCOHA/IbHbLIX AaHHbIX HEONPEALENEHHOMY KPYry nnu.

Pecypc MHPOPMALMOHHOI CUCTEMbI — MMEHOBAHHbIN 3/1EMEHT CUCTEMHOrO,
NPUKNAAHOrO MAM annapaTHoro obecnevyeHUs QGYHKUMOHMPOBAHUA MHGOOPMALMOHHOM
cucTemsl.

Cuctema 3aWUTbl NEPCOHA/IbHLIX AAHHbIX — COBOKYMHOCTb OpraHoB M (uau)
WCMOJIHUTEIEN, UCMOJIb3YEMON UMK TEXHUKM 3aLMTbl MHPOPMALIMKM, @ TaKKe 0OBHEKTOB,
OpraHM3oBaHHaa M QYHKUMOHMpPYOWAA MO MNpaBuiaMm M HOPMaM, YCTaHOB/IEHHbIM
COOTBETCTBYIOLMUMM AOKYMEHTAMU B 061aCTU 3aLMTbI NEPCOHA/IbHbIX AAHHbIX.

CpeactBo KpunTtorpaduyeckoi 3awuTbl MHPOPMALUKM — CPEACTBO 3aLMUTHI
MHPOPMaLMK, peanusyolee anroputTMmbl  Kpuntorpadpuueckoro npeobpasosBaHus
nHpopmaumm.

Cy6beKT gocTyna — nML0 MAM NPOLECC, AENCTBUA KOTOPOro periiameHTUpytoTca
npasuaaMm pasrpaHUYeHnsa 4ocTyna.

Cy6beKTbl NepCcoHaNbHbIX AAHHbIX — PAaOOTHWKKM, KOHTPAreHTbl U ApyrMe Nnua.

TexHUyeckuii KaHan yTeuykn uHPopmMauUM — COBOKYMHOCTb HOCUTENs
uHoopmaumm  (cpeactea  06paboTkM),  duM3MYecKoM  cpegbl  pPacnpocTpaHeHuA
MHGOPMATMBHOIO CUTHaANa W CPeAcTB, KOTopbiIMM  A06biBaeTcA  3awumuiaemas
MHPOpMaLMs.

TexHuueckue cpeacrtsa MHGOPMALMUOHHOMW CUCTEMbI NEPCOHAJIbHbLIX AAHHbIX —
CPEeACTBA BbIMUCANTENBHON TEXHUKM, MHOOPMALLMOHHO-BbIYNC/IUTENIbHBIE KOMMJIEKCHI U
CetTn, cpeacTsa M CUCTEMbI Mepenayun, npuema M obpaboTKM MNepcoHaNbHbIX AaHHbIX
(cpeactBa M cucTeMbl  3BYKO3amnuCKW, 3BYKOYCWMIEHWS,,  3BYKOBOCMPOW3BEAEHMUS,
NneperoBopHbIE U TENIEBU3MOHHbIE YCTPOWCTBA, CPEACTBA M3rOTOB/EHMUA, TUPAKMPOBAHUA
OOKYMEHTOB M pyrne TeXHMYecKue cpeactsa ob6paboTkun peyeBoi, rpadpuyeckoi, BUAEO-
M  ByKBEeHHO-UMbPOBON WHPOPMaLMM), NpPOrpaMmHble cpeacTBa (onepaumoHHble
CUCTEMbI, CUCTEMbI YNpaB/ieHMA 6a3zamu AaHHbIX U T.N.), CPeACTBA 3aWmUTbl MHGOPMaLMK,
npUMeHseMble B MUHPOPMALMOHHbIX CUCTEMAX.

Yrpo3bl 6e30nMacHOCTM NEepCOHaNbHbIX AaHHbIX — COBOKYMHOCTb YC/NOBUN W
$aKTopOoB, CO34alOLWMX OMNACHOCTb HECAHKLUMOHMPOBAHHOIO, B TOM 4YMUCAE C/y4alHOro,
AOCTyNa K NepcoHasibHbIM AaHHbIM, PE3y/IbTAaTOM KOTOPOrOo MOXKET CTaTb YHUUTONKEHME,



n3meHeHune, 610KMpPOBaHME, KONMPOBAHME, PACNPOCTPAHEHNE NEPCOHANbHbIX AAHHbIX, a
TaKXKe MHbIX HEeCaHKLMOHMPOBAHHbIX AEUCTBUIN Npu nX 0bpaboTke B MHPOPMALMOHHOM
cucTeme NepcoHasbHbIX AaHHbIX.

YHUUYTOXKEHUEe NepCoHa/IbHbIX AAHHbIX — [eNCTBUA, B pe3ynbTaTe KOTOpbIX
HEBO3MOXHO BOCCTAaHOBWUTb COAEpP!KAaHME MEePCOHANbHbIX AaHHbIX B MHGOPMALMOHHOWN
CUCTEME MNEepPCOHA/NIbHbIX AaHHbIX WAW B pe3ynbTaTe KOTOPbIX YHUUTOMKAOTCA
MaTepunasibHble HOCUTEIM NEPCOHANbHbIX AAHHbIX.

YTeuka (3awmwaemoin) wuHPopmauuM NO TEXHUYECKMM KaHanam —
HEKOHTPO/IMpyemoe pacnpocTpaHeHve UHOOPMAUMK OT HOCUTENA  3alLMLLAeMOWn
MHPopMaLmm Yepes pU3NYECKYIO cpeay A0 TEXHUYECKOro CpencTBa, OCYLLECTB/AIOLLEro
nepexsat MHGOPMaALUMN.

LlenoctHocTb MHPOPMALMM — CNOCOOHOCTb CPEACTBA BbIYUCNUTENbHOW TEXHWUKM
WM aBTOMATU3MPOBAHHOM CUCTeMbl obecneymMBaTb HEU3IMEHHOCTb MHbOpMauUU B
YCNOBUAX CAYHaUHOIO U/Mnu NpeaHamMmepeHHOro UCKaXKeHUs (paspyLueHusn).

. BeepeHue

HacTtoswana MonntrMka 6€30nacHOCTM NepPCcoHabHbIX AaHHbIX, 06pabaTbiBaeMbix B
MHPOPMALIMOHHBIX CUCTEMAX MepCoHanbHbIX AaHHbIX 3A0  «Mowwkap-ONMHCKMI
MACOKOMOUHAT» (ganee — T[lonuTuKa), sABnseTca OOUUMANBHLIM  LOKYMEHTOM U
pa3paboTaHa B COOTBETCTBUM C ULEAAMW, 3a4a4amMu W npuHUMnamu obecneveHun
6€30MacHOCTU MepCOoHaNbHbIX AaHHbIX W3M10XKeHHbIX B KoHuenuumu 6e3onacHocTu
nepcoHanbHbIX AaHHbIX, 06pabaTbiBaeMbiX B UHPOPMALMOHHbIX CUCTEMAX NEPCOHANbHbIX
AaHHbIx 3A0 «Mowkap-OnMHCKMIA MACOKOMBUHAT»(Tanee — O6LLecTso).

B Monutmke onpegeneHbl TpeboBaHuA K paboTHukam O6uiecTBa, cTeneHb
OTBETCTBEHHOCTU PABOTHWMKOB, CTPYKTypa M HeobXxoAuMbllii YPOBEHb 3aLLMLLEHHOCTH,
CTaTyC M [O/MKHOCTHble 06M3aHHOCTU PabOTHMKOB, OTBETCTBEHHbIX 3a obecneyeHue
6e30MacHOCTM MEepPCOHA/bHbIX AAHHbIX B MHOOPMALMOHHBIX CUCTEMAX MepPCOHAJbHbIX
AaHHbIX ObwecTsa.

. O6wue nonoxeHus

Lenbto HaCTOFILLI,el\/’I Nonntnkn ABNAETCA obecneyeHune 6e3onacHoCTH
NEPCOHaNbHbIX AaHHbIX O6Ll.l,eCTBa OT BCeX BMAOOB Yrpo3, BHEWHWUX U BHYTPEHHUX,
YMbIWIEHHBIX W HenpegHamMmepeHHbIX, MWHUMU3aUUA yu.l,ep6a OT BO3MOXHOM
peannsaynm yrpos 6e3sonacHoCTH NePCOHaNbHbIX AaHHbIX.

Be3onacHOCTb  MEepCOHaNbHbIX  AaHHbIX  AOCTUraeTcA NyTeM  UCKAOYEHUs
HEeCaHKLUMOHMPOBAHHOIO, B TOM YWUC/e C/ly4allHOro, AOCTyna K NepCcOHasIbHbIM AaHHbIM,
pe3ynbTaTOM KOTOPOrO MOMKET CTaTb YHWYTOXKEHWe, W3MeHeHue, O/10KMpoBaHME,
KONUPOBaHWE,  PaCNpPOCTPaHEHWE  MEPCOHANbHbIX  [aHHbIX, a  TaKXe  WHbIX
HeCaHKLUMOHMPOBAHHbIX AEeNCTBUN.

NHopmauma m ceA3aHHble C HEM pPecypcbl A0MKHbI ObiTb AOCTYMHbI TO/ALKO ANA
aBTOPM30BaHHbIX NoNb30oBaTeel. B MHPOPMaLMOHHbIX cUCTEMAX NEePCOHANbHbIX AaHHbIX



[O/IKHO OCYLLECTBNATLCA CBOEBPEMEHHOE OOHApyKeHWe yrpo3 M pearMpoBaHWe Ha
yrpo3bl 6€30MacHOCTM NepPCOHANbHbIX AAHHbIX.

B MHPOPMALMOHHBIX CUCTEMAX MEPCOHaNbHbIX AAHHbIX HEOOXO4MMO UCKNOUUTD
BO3MOXHOCTb  MpPeAHAMEPEHHbIX  WAM  CAYYaWHbIX, YACTUYHbIX  WAM  MOJHbIX
HECAHKUMOHMPOBAHHbBIX MOANDUKALMA NN YHUUTOXKEHUA AAHHbIX.

MepeyeHb MNEPCOHaNbHbIX AaHHbIX, NOANEXALLMX 3awWuTe, OnpeaeneH B
MonoxeHnn 06 06paboTKe nepcoHanbHbIX AaHHbIX B 3A0  «Mowwkap-OnUHCKUIA
MSACOKOMOUHATY.

Iv. Cucrema 3aWwmTbl NEPCOHANbHbIX AAHHbIX
Cuctema 3aLlUTbl NEPCOHANbHbIX 4AaHHbIX CTPOUTCA HA OCHOBAaHWUU:
— MNepeyHA NnepcoHaNnbHbIX AaHHbIX, NOANEMXKALLMX 3aLUNTE;
- MepeyHs MHPOPMALMOHHBIX CUCTEM MEPCOHANbHbIX AaHHbIX;

- AKTa onpeaeneHua ypoBHA 3aLMLLEHHOCTU MNePCOHANbHbIX AaHHbIX NPU UX
06paboTKe B MUHPOPMALIMOHHOM CUCTEME NEPCOHANbHbIX AAHHbIX;

- YacTHOM mogenu yrpo3 W Hapywwutens 6e30nacHOCTM MNePCOHaNbHbIX
NAHHbIX;

- MoNnoKeHns O pasrpaHuYeHUM npaeB Aoctyna K obpabaTtbiBaembim
NepPCoHaNbHbIM AaHHbIM;

— PykosogAawmx gokymeHtoB PCTIK Poccmmn n ©CE Poccun.

Ha ocHOBaHMM 3TUX [OOKYMEHTOB onpeaensetcs HeobxoAuMbIM YypOBEHb
3aWMUWEHHOCTM MNepCOoHaNbHbIX AaHHbIX B  Kagoh MHOOPMALMOHHOM cucteme
nepcoHanbHbIX AaHHbiXx ObuwectBa. a8  Kaaon MHPOPMALMOHHON  CUCTEMBI
NepCcoHanbHbIX AaHHbIX OO0NXEeH ObiTb COCTABNEH CMUCOK WMCMO/b3yeMbIX TEXHUYECKUX
CPeAcTB, a TakXe MnporpaMmMHoro obecneyeHua yyacTeywuwero B obpaboTke
NepCcoHasbHbIX AaHHbIX, MOANEXKALUUX 3aLUNTE.

B 3aBMCMMOCTM OT YpPOBHA 3aAWMLLEHHOCTM MNEPCOHasIbHbIX AAHHbIX B
MHPOPMALMOHHOM CUCTEME MNEPCOHANbHbBIX AAHHbIX M AKTya/ibHbIX Yrpos3, cuUcTema
3aWMTbl  MEPCOHANbHbIX [aHHbIX MOMET BKAYATb Ccledylowme TeXHUYecKkue u
NporpaMmHble CPeacTBa:

- adHTUBUPYCHblIE CpeacTBa AnAa 06bEeKTOB BblYNCAUTENBHOWN TEXHUKMHN,
- cpencrtea mexceTesoro aKpaHMpoBaHUA;

- cpeacTtBa  Kpuntorpadpuyeckol 3awuTbl MHPOpmauMM, nNpu nepepade
3awmiaemon nHGopmMaLmnm No KaHanam CBA3N.

TakK e B CNUCOK A0MXKHbI B6bITb BKAOYEHbI GYHKLUMM 3aWmUTbl, obecneynsaembie
WTaTHbIMKM  CpeacTBaMU  MHPOPMALMOHHOM CUCTEMbI  MEPCOHasbHbIX  [AaHHbIX U
onepauMoHHbIX CUCTEM, NMPUKAAAHBbIM NPOrpammHbIM obecrneyeHnem U cneuunanbHbIMU



KOMM/IEKCaMK, peanusylowmmmn cpeactsa 3awmtbl. CNUcok GYHKUMIA 3alMTbl MOXKeT
BK/lOYATh:

- ynpaBieHune AOCTYyNOM U pa3rpaHnuYyeHme 4oCcTyna Nonb3oBaTenen;
- perucTpaumio n y4eT AencTesmin ¢ MHbpopmaLumnei;

- obecneyeHme UENOCTHOCTU AaHHbIX;

- obHapyKeHne BTOPKEHWNN.

CNMCOK  UCMNOMIb3yeMbIX CPEACTB LO/KEH MOALEPKMBATLCA B aKTyasbHOM
COCTOAHMW. Bce M3MeHeHMsA COoCTaBa CUCTEMbI 3alUWUTbl MEPCOHANbHbIX AAHHbIX WAW
31EMEHTOB  MHPOPMALIMOHHbIX CUCTEM  MEPCOHANbHbIX AaHHbIX  AO/MXKHbI  ObITb
COrnacoBaHbl ¢ ALMUHUCTPATOPOM MHPOPMALMOHHOW 6e30NacHOCTY.

V. Tpe6boBaHMA K noacucTeMam CUCTEMbI 3aLLUTbl NEPCOHA/bHbIX AaHHbIX

Cuctema 3aWwmTbl NEPCOHAsbHbIX AAHHbIX BK/IOYaeT B cebs cnegywuwmne
noacucTtemsbl:

- ynpaBAeHUA AOCTYNOM, PETUCTPALLUN U YYETa;
— obecneyeHuns LEeNOCTHOCTU U AOCTYNHOCTY;

- AHTMBUPYCHOW 3aLLMUTDI;

- MEKCETEBOIO 3KPAHMPOBAHUSA;

- aHa/n3a 3aLLMLEHHOCTY;

- 0b6HapyXKeHMA BTOPKEHNI;

- Kpuntorpadpuyeckoi 3almThbl.

MoacuctemMbl CUCTEMbI  3aWMTbl MEPCOHA/NbHbLIX AAHHBIX WMMEKT PasnyHbIN
bYHKUMOHAN B 3aBUCMMOCTM OT YPOBHA 3aLUMLLEHHOCTU NEPCOHA/IbHbIX AAHHbIX NPU UX
0bpaboTtke B MHPOPMALMOHHOM CUCTEME MEPCOHA/IbHbIX AAHHbIX, ONpPeAeseHHOro B
AKTe onpeaeneHna YPOBHA 3aLLMLLEHHOCTU MEPCOHaNbHbIX AaHHbIX NPU X 06paboTke B
MHPOPMALMOHHOM cUCTEME NEPCOHA/bHbIX AAHHbIX.

5.1. Moacuctembl ynpasneHUa A,0CTYNOM, PEFUCTPALIMM U yYeTa

Moacuctema ynpaBneHUs AOCTYNOM, PErucTpaumm U yyeta npegHasHayeHa Ans
peanunsauum cnegyowmx pyHKUMM:

- naeHTMOMKaLMM 1 NPOBEPKM NOAJIMHHOCTA CYObEKTOB AOCTYNa Npu BXoae
B UHPOPMALMOHHYIO CUCTEMY NEPCOHANbHbIX AaHHbIX;

- M,ﬂ,eHTMd)MKaLI,MM TEPMUHANOB, Y3210B CE€TU, KaHan0B CBA3U, BHELWHUX
yCTpOVICTB NO IOTMYECKUM UMEHAM,



— MAeHTUPMKaLUMM Nporpamm, TOMOB, KaTanoros, ¢pamnos, 3anmcein, nonemn
3anuce No UMeHam;

- perucTpauum Bxoaa (Bbixoaa) cybbeKkToB A0CTyna B cUcTemy (M3 CUCTEMbI),
nmbo perncrpaumm 3arpyskm 1 MUHULUMAAM3aLUMM OnepaLnoHHON CUCTEMbI U ee OCTaHOBa;

- pernctpauumM MonbITOK AOCTyna MporpammHbIX cpeacts (nporpamm,
npoueccos, 3a4ay, 3a4aHni) K 3awmiiaemblm dpannam;

— perucTpauum nonbITOK AO0CTyrna MNPorpammHbIX CPeACTB K TepMMHaiam,
KaHanam CBA3M, Nporpammam, TOmMam, Katanoram, annam, 3anncam, nosiam sanuncen.

Moacuctema ynpaBAeHUA AOCTYNOM MOXKET ObiTb peasin3oBaHa C MOMOLLbIO
IWITATHbIX CPeAcTB 06pabOTKM NepcoHaNbHbIX AaHHbIX  (ONepauMOHHbIX CUCTEM,
NPUIOXKEHUN). TaK e MOXKET ObiTb BHEAPEHO CreLuasbHOe TEXHUYECKOE CPeacTBO Un
MX KOMIJIEKC, OCYLLECTBAAOWME AOMNOJNHUTE/IbHbIE Mepbl MO ayTeHTUPUKALUM U
KOHTpPON. Hanpumep, MpUMEHEHME eAUHbIX XPaHUAML, Y4YeTHbIX  3anucem
nonb3oBaTeNen U PerncTtpaunoHHon nHpopmaumm, Mcnoib3oBaHNe BUOMETPUYECKUX U
TEXHUYECKUX (C MOMOLLbIO 3/TEKTPOHHbIX MPOMNYCKOB) Mep ayTEHTUDUKALUU U APYTUX.

5.2. MNoacuctema obecneyeHUs LENOCTHOCTU U AOCTYNHOCTH

Moacuctema obecnevyeHUa LENOCTHOCTM WM AOCTYNMHOCTU MpefHa3HayeHa AnAa
obecrneyeHna LENOCTHOCTU M AOCTYMHOCTM MEPCOHANbHbIX AaHHbIX, MPOrPaMMHbIX WU
annapaTtHbIX cpeacTs MHOOPMALMOHHbBIX CUCTEM MEPCOHANbHbIX AaHHbIx Ob6LLecTBa, a TaK
YKe Cpe/iCTB 3alLUTbI, MPU CIY4aNHON UAM HamepeHHON moanduKaLuuu.

MNoacucrema peannsyetca ¢ NnomMouwbo OpPraHM3aunmn pe3epsBHOro KonnposaHUA
O6pa6aTbIBaeMbIX AaHHbIX, a TaK e pe3epBunpoBaHNEM KIHOYEBLIX 3/1IEMEHTOB
MHd)OpMaLI'VIOHHbIX CNCTem NnepCoHanbHbIX AaHHbIX.

5.3. MMoacuctema aHTUBMPYCHOM 3aLUUTDI

Moacuctema  aHTMBMPYCHOM  3aWMTbl  MNpefHasHayeHa pgas  obecneyeHus
AHTUBUPYCHOM 3aLMTbl 0OBEKTOB BbIYMCAUTENBHOM TEXHUKKN ObLLEeCTBa.

CpeactBa aHTMBMPYCHOM 3alUMUTbl NpeaHa3HavyeHbl AN peanv3auum cneaytowmx
OYHKUNIA:

- Pe3nAEHTHbIN aHTUBUPYCHbIN MOHUTOPUHT;
— aHTUBUPYCHOE CKaHMPOBaHMUE;
— CKPUNT-6/10KMPOBAHMUE;

— LLeHTpamM3oBaHHan/yAaNneHHasa yCTaHOBKa/AeUHCTAaNNALUMA aHTUBUPYCHOTO
NPoOAyKTa, HACTPOMKA, aAMWHUCTPUPOBAHME, MNPOCMOTP OTYETOB W CTAaTUCTUYECKOM
nHbopmaumm no paboTte NPoAyKTa;

- dBTOMAaTU3NpoOBaHHOE obHoBNEHME AHTUBUPYCHbIX 6a3;
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- OorpaHM4eHne npasB MnoJsib3oBaTeNA Ha OCTAHOBKY UCNOJIHAEMbIX 3a4d4 U
M3MeHeHNA HaCTPOEK aHTUBUPYCHOTO NPOrpaMMHOro O6€CI‘IE‘-IEHVIH,'

- aBTOMaTMYECKMI 3aMyCK Cpasy nocsie 3arpy3ku onepaLmMoHHON CUCTEMBI.

Moacuctema peanusyetca nyTem BHEAPEHUS CreuuanbHOro aHTUBUPYCHOrO
nporpammHoro obecneyeHua BO BCe 3/1eMeHTbl  UHPOPMALMOHHbLIX  CUCTEM
NepcoHabHbIX AAHHbIX.

5.4. Moacucrema mexxceteBoro aKpaHMpoBaHUA

Moacuctema MeXKCeTeBOro 3KPaHMPOBAHUA MNpeAHa3HayeHa ANA peanunsauuu
cneayrowmx GyHKUMMI:

- dUNbTPaLMM OTKPBITOrO M 3aWNMPPOBaAHHOTO (3aKpbIToro) IP-TpaduKa;

. bVKcauMnm BO BHYTPEHHMUX XKypHanax WHOOPMaLMM O NPOXOAALLEM
OTKPbITOM W 3aKpbITOM IP-TpaduKe;

- MAeHTUPMKAUUM U ayTeHTUPUKaLUUM AaMUHUCTPaATOPa MHPOPMALMOHHOMN
6e3onacHoOCTM Uan AgMUHUCTPaTOPa MHPOPMALIMOHHON CUCTEMbI MEPCOHAJIbHbIX AaHHbIX
Mpw ero N0KanbHbIX 3aNpocax Ha JOCTyn;

— peructpauum Bxoga (Bbixoga) ApMUHUCTpaTOpa WMHPOPMALMOHHOM
6e30nacHOCTU AN AGMUHUCTPATOPA MHPOPMALLMOHHOMN CUCTEMbI NEPCOHANbHBIX AAHHbIX
B cucTemy (M3 cuctembl) AMBO 3arpy3kn U MHULMANU3ZALUN CUCTEMBI U €€ NPOTrPAMMHOT0
OCTaHOBa;

- KOHTPO/A LENOCTHOCTU CBOEN NPOrpPaMMHON N MHGOPMALIMOHHOM YacTy;

- buNbTPaLMM  NAKeToB  CAYXKeOHbIX  MPOTOKO/IOB,  CAYXKAlMUX  ANA
AMarHOCTMKM M yrnpaBaeHua paboTol ceTeBbIX YCTPOMCTB;

- GUNbTPALMM C Y4ETOM BXOAHOIO M BbIXOAHOrO CETEBOrO MHTepdelica Kak
CPeACTBO NPOBEPKM NOAJIMHHOCTU CETEBbIX a4 PECOB;

- perncTpaunn n yyeta 3anpainBaembixX CEpPBUCOB NPUKNALAHOTO YPOBHA,

— 610KMPOBAHUA A0CTYNa HEMAEHTUPULMPOBAHHOTO 0ObEKTA UAKN CYObEKTA,
NOA/IMHHOCTb KOTOPOro Mpu  ayTeHTUdMKaumMm He noATBepAMnacb, MeToAamM,
YCTONUYMBBIMU K MepexsarTy;

- KOHTPO/1A 32 CETEBOM aKTUBHOCTbIO NPUIOKEHUN U OOHAPYKEHUA CETEBDIX
aTak.

MoacucTema peanusyeTca BHeAPEHMEM NPOrpPamMMHO-annapaTHbIX KOMMAEKCOB
MEKCEeTeBOro 3KPaHMPOBAHMA HA TPAHULE CETU.

5.5. Moacuctema aHanM3a 3aWULLLEHHOCTH

Moacuctema aHanAM3a 3aWMLEHHOCTW, [AO0/MKHA obecneynBaTb BbiABAEHUE
YA3BMMOCTEN, CBA3AHHbIX C OWWOKAMM B KOHPUrypaumm nporpammHoro obecnevyeHus
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MHGOPMALMOHHON CUCTEMBI NEPCOHAJIbHBIX AaHHbIX, KOTOPble MOTYT BbITb MCNONBL30BaHbI
HapywuTenem A1A peann3aunmn aTaku Ha cuctemy.

®PyHKUMOHAN noacucTeMbl  MOXKeT OblTb  peanu3oBaH MPOrPaMMHbIMU - U
NPOrpammHO-annapaTHbIMN CPeACTBAMM.

5.6. Noacucrema o6Hapy>KeHUA BTOPXKEHUI

Moacuctema oO6HapyKeHMA BTOPXKEHWUM, [A0/MKHA obecneuynBaTb BblABAEHUE
CceTeBblX aTak Ha 31eMeHTbl WMHPOPMAUMOHHOW CUCTEMbI MNEPCOHA/NIbHbIX AaHHbIX,
NOAK/NIOYEHHbIE K CEeTAM 06L1ero nonb3oBaHuaA U (MAK) MmexxayHapoaHoro obmeHa.

cDyHKLIMOHaI'I noacucrtemMmbl MOXKET 6bITb peannsoBaH nporpamMmmHbiMmn U
nporpaMmmMmHoO-annapaTtHbiMn Cpeacrsamu.

5.7. Noacuctema KpuntorpadprMyecKom 3aLuThbl

Moacuctema Kpuntorpaduyeckon 3alimTbl NpefHasHavyeHa ANA MCKAYeHuA
HECaHKLUMOHMPOBAHHOIO A0CTyna K 3awuuiaemon MHpopmauum B MHGOPMALMOHHbIX
cMcTeMax NepcoHanbHbIX AaHHbIX O6LecTBa, NpU ee Nepeaaye No KaHanam CBA3U ceTel
obLLero nonb30BaHMA U (MNK) MeXKAyHapoAHOro obmeHa.

Moacuctema peanusyeTca  BHeAPEHMEM  KpunTorpadpuyeckmx NporpammHo-
annapaTtHbIX KOMMIEKCOB.

VI. Monb3oBaTenn MHPOPMALMOHHbBIX CUCTEM NEPCOHA/NIbHbIX AaHHbIX

B KoHuenuum 6e3onacHocTH nepCoHasibHbIX AaHHbIX onpegeneHbl OCHOBHblE
KaTteropumu nonb3osartesiei. Ha ocHoBaHMUKM 3TUX KaTeFOpMVI AO01XKHa 6bITb npoun3seneHa
TUNn3aunA nonb3osBaTenemn VIHd)OpMaLI,MOHHbIX cuctem nepcoHanbHbIX  OdHHDbIX,
onpegeneH nx yposeHb 4ocCtyna n BOSMOXXHOCTWU.

B MHOOPMALMOHHBLIX CUCTEMaxX NepPCOHasbHbIX AaHHbIX O6wWecTBa MOXHO
BbIAENUTb  Cleaylowme Tpynnbl  NOAb30BaTesNel, y4yacTeylowmMx B  0bpaboTke
NepCcoHaNbHbIX AaHHbIX:

— AQMUHUCTPATOP MHPOPMALMOHHOM CUCTEMbI MEPCOHANbHbIX AaHHbIX;
— OnepaTtop MHPOPMALMOHHON CUCTEMbI NEPCOHA/bHbIX AAHHbIX.

[aHHble o rpynnax nonb3oBaTenen, ypoBHE UX [0CTyna U MHGOPMMUPOBAHHOCTM
OO/KHblI  ObITb  OTpakeHbl B [lONOXKEHUM O pasrpaHUYeHUM npaB  AocTyna K
o0bpabaTbiBaEMbIM NEPCOHANIbHLIM AAHHbIM.

6.1. ApMUHUCTpaTOP MHPOPMALLMOHHOI CUCTEMbI NePCOHANbHbIX AaHHbIX

AQMUHUCTPATOP MHPOPMALMOHHOW CUCTEMbI NEPCOHANbHbIX AaHHbIX, PaBOTHUK
ObuwectBa, OTBETCTBEHHbIM 33  HACTPOWKY, BHeApPEeHMEe U  COMPOBOXKAEHWUE
MHPOPMALMOHHOM CUCTEMbI NEPCOHA/NbHBIX AaHHbIX. ObecneuynBaeT GyHKLMOHUPOBAHMNE
noACUCTEMbI YNPaBAEHUA AOCTYNOM MHPOPMALMOHHOM CUCTEMbI MEPCOHANbHBIX AaHHbIX
N YNONHOMOYEH OCYLLECTBAATb NPenoCTaBAEHNE U pasrpaHUYeHne A0CTyna KOHEeYHOro
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nonb3osaTtena (Onepatopa MHGOPMALMOHHOM CUCTEMbI MEPCOHANbHbIX [AaHHbIX) K
3N1eMEeHTaM, XPaHALWMM NepcoHanbHble AaHHbIe.

AOMUHUCTPATOP MHPOPMALLMOHHOM CUCTEMbI MEPCOHANbHbIX AaHHbIX obnagaer
cnenyroLmMm YPOBHEM A0CTYNa U 3HAHWUI:

- obnapaetr nonHoMm WHboOpMauUMerr 0 CUCTEMHOM W MPUKAaLHOM
nporpammHom obecneyeHnn MHGOPMALMOHHON CUCTEMbI NEPCOHA/bHbIX AAHHbIX;

- obnagaet nonHOM WMHPoOpMaAUMEN O TEXHUYECKMX CpeacTBax M
KOHUrypaumm MHGOPMaLUOHHOM CUCTEMbI MEPCOHAJbHbIX AaHHbIX;

- MMeeT A0CTYN KO BCEM TEXHMYECKUM cpeacTBaM 06paboTkm nHpopmaumm
W JAHHBbIM B MUHPOPMALLMOHHOM CUCTEME NEePCOHAbHbIX AAHHbIX;

- o6na,u,aeT BO3MOXHOCTAMM BHECEHUA U3IMEHEHUN B nporpammHoe
obecnevyeHue MHd)OpM&LI,MOHHOVI CnCtembl nNepcCoHanbHbIX AaHHbIX Ha CTagun ee
pa3pa60TKM, BHEAPEHNA U CONPOBOXAEHUA,

- obnapaet npaBamm KOHPUIYPUPOBaAHUS U aAMUHUCTPATUBHON HACTPOMKMU
TEXHUYECKUX CpeacTB MHOOPMALMOHHOM CUCTEMbI NEPCOHA/bHbIX AAHHbIX.

6.2. Onepatop MHPOPMALMOHHOW CUCTEMbI NEPCOHAJBbHBIX A4aHHbIX

Onepatop WHPOPMALMOHHON CUCTEMbI NEPCOHANbHbIX AaHHbIX, PaBOTHUK
ObuiectBa, ocyuwecTBaswoWmUn  0b6paboTKy nNepcoHanbHbIX  AaHHbIX. O6paboTKa
NepPCOHaNbHbIX AAHHbIX BK/IKOYAET: BO3MOMKHOCTb MPOCMOTPA MEPCOHA/bHbLIX AaHHbIX,
Py4YHOlM BBOJ MNEPCOHA/NIbHLIX AaHHbIX B MHPOPMALMOHHYIO CUCTEMY NEpPCOHANbHbIX
OaHHbIX, POpMMpOBaHME CMNPaBOK W OT4eTOB MO MHPOPMaLUKW, NONYYEHHON U3
MHPOPMALMOHHOMN CUCTEMbI NEPCOHA/bHbIX AaHHbIX.

Onepatop WHPOPMALMOHHOM CUCTEMbl NEPCOHa/bHbIX AaHHbIX 0bnapaet
clefyroLWmMm YPOBHEM A0CTYNa U 3HAHUIA:

- obnapaetr Bcemu HeobxoaMMbIMK aTpubyTamum (Hanpumep, naponem),
obecneymBalOWMMM AOCTYMN K HEKOTOPOMY NOAMHOKECTBY NePCOHaNbHbIX AaHHbIX;

- pacnonaraet KOHd)M,CI,eHLI,Ma]'IbeIMVI AaHHbIMU, K KOTOPbIM UMEET A0CTyM.

VII. ApMmunHucTpaTop nHpopmauMoHHOI 6e3onacHocTH

AgMUHUCTPaTOp  WMHPOPMaALMOHHOM  6He3onacHocTM, paboTHUK ObuwecTsa,
Ha3Hayaemblii NPUKA3OM reHepasbHOro Aupektopa O6uwectBa, OTBETCTBEHHbIM 3a
GYHKUMOHNPOBAHME CUCTEMBI 3aLUMTbI NEPCOHANbHBIX AAHHbIX, BKAOYasA 0bcnyKusaHue
N HaCTPOMKY aAMUHUCTPATUBHOM, CEPBEPHOM N KIMEHTCKOM KOMMOHEHT.

AgMuHUcTpaTtop WHPOpMaUMOHHOM 6e3onacHocTM obnagaeT  cneaylowmm
YPOBHEM A0CTYyNa U 3HAHWIA:

- obnapaetr nonHoM UHPopmaumernt 06 MHPOPMALMOHHBIX CUCTEMAX
NnepcoHanbHbIX AaHHbIX;
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- nmeeT 4oCTyn K cpeactsam 3alnTbl MH(I)OpMaLLMM M NPOTOKO/INPOBAHUNA U
K 4aCTU KNHOYEBbLIX 9/1IEMEHTOB MHd)OpMaLl,MOHHOVI CNCTeMbl NepCoOHa/IbHbIX AaHHbIX;

- He MmeeT nNpaB AOCTYyNa K KOHOUTYPUPOBAHUIO TEXHUYECKUX CPEACTB CeTU
33 UCKNHOYEHNEM KOHTPOJIbHbIX (MHCNEKLMOHHbIX).

AZMUHUCTPATOP MHPOPMALMOHHOM 6€30NaCHOCTU YNONHOMOYEH:

- peannsoBbiBaTb MNOJINTUKU 6e30MacHOCTM B 4acTu HaCTpOVIKM cpeacts
3aWunThl MH(I)OpMaLI,MM, MeXKCEeTEBbIX 3KPAHOB U CUCTEM O6Hapy)KeHMﬂ BTOp)'KeHMl‘;I, B
COOTBETCTBUN C KOTOPbIMKU NO/b30BaTE b (OnepaTop MH(I)OpMaLI,MOHHOﬁ Ccncrembl
nepCoHanbHbIX I,CI,aHHbIX) nonyyvyaer BO3MOXKHOCTb paGOTaTb C 1IEMEHTaMU
MHd)OpMaLI'MOHHOﬁ CncTtembl NepCoHaibHbIX AaHHbIX;

- OCYLWeCTBNATb ayaAuUT CpeacTB 3aWunTbl MHd)OpmaLI,MM,'

- OCYyLecTBAATb KOHTPO/1b 3a Ll,el\;ICTBMFIMVI nonb3oBaTesiei
MHd)OpMaLI'MOHHOf;i CNCTEMDbI NMEePCOHaNIbHbIX AAdHHbLIX NMPUN UX pa60Te C NepCoHa/ibHbIMU
AaHHbIMW;

- YCTaHaBAMBATb [OBEPUTE/IbHbIE OTHOLIEHWUA CBOEW 3alMLLEHHOW CeTu ¢
CeTAMM APYTrUX OPraHN3aLNIN U yUperKaeHNN.

LJonKHocTHble 06A3aHHOCTU AgMUHUCTPATOpPa MHPOpPMaLMOHHON 6e30MacHOCTH
onucaHbl B UIHCTPYKLMU AGMUHUCTPATOPA MHPOPMALMOHHOM 6e30NacHOCTH.

VIll. Tpe6oBaHuA K paboTHMKam no obecneueHuo 3aWUTbl NEPCOHA/bHbIX AAHHbIX

Bce paboTHMKM Obuiectsa, ABAAKOLWMECA NO/b30BaTENAMU MHOOPMALMOHHbBIX
CUCTEM MNEPCOHa/bHbIX AaHHbIX, AO/KHbI YETKO 3HaTb M CTPOro  BbIMOAHATb
YCTaHOB/IEHHble MNpaBuMna U 0653aHHOCTM MO AOCTYNMY K 3aWMWAeMbiM 06beKTam U
cob61104eHNI0 YCTAHOB/IEHHOTO peXMma 6e30nacHOCTM NepPCcoHaNbHbIX AAHHbIX.

Mpn BCTYyNnAeHUM B  AO/MKHOCTb HOBOTO pa6OTHMKa HeI'IOCpeﬂ,CTBEHHbIﬁ
PyroBOOUTEND 06na3aH OpraHn30BaTb ero 0O3HakKomsieHune C ,CI,OJ'I)'I'(HOCTHOI‘;1 MHCprKLI,Meﬁ n
HeO6XOﬂ,MMbIMM AOKYMEHTAMH, pernaMmeHTunpyrowmnmm Tpe6OBaHVIF| no 3awute
NEPCOHANIbHbIX AadHHbIX, a TaKXKe O6Y‘~IeHMe HaBblKam BbINOJIHEHNA npoueayp,
HeO6XOLI,I/1MbIX ana CaHKUMOHUPOBAHHOIO MCNOJ/1Ib30BaHUA I/IHd)OpMaLI,MOHHbIX cncrem
NePCOHaNbHbIX AaHHbIX.

PaboTHMK gonkeH 6biITb 03HAKOMEH C HacToAWwen NMoOANTUKON, YCTaHOBAEHHBIMMU
npoueaypamu paboTbl C 3snemeHTamMu MHOOPMALMOHHON CUCTEMbI NEPCOHANbHbIX
AAHHbIX M CUCTEMOM 3aLUMTbI NePCOHANbHbIX AAHHbIX.

PaboTHUKKM Ob6wecTBa, UCNOMb3YOLWNE TEXHUUYECKME CPEeACTBa ayTeHTUDMKALUK,
AOKHbI 0becneynBaTb COXPAHHOCTb MEPCOHasbHbIX UAEHTUPUKATOPOB (3/1€KTPOHHbIX
KAtoyen) n He JONYCKaTb HECAHKLUMOHMPOBAHHbLIN AOCTYMN K HUM, a TaK K€ BO3MOXHOCTb
WX yTEPU UAM UCNONb30BaHUA TPETbMMM AnLAMU. [101b30BaATENN HECYT NEPCOHANbHYHO
OTBETCTBEHHOCTb 33 COXPAHHOCTb NAEHTUUNKATOPOB.
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PaboTHMKM ObuwectBa [AOMKHbI CNeAoBaTb  YCTAHOBAEHHbIM  Mpoueaypam
noaaepXaHua peuMma 6e30MacHOCTM  NepCcoHaNbHbIX  AAHHbIX  Mpu  Bblbope u
MCNONb30BaHMM  napone  (ecnM  He  UCMONb3YHOTCA  TEXHUYECKMe  cpencTBa
naeHTndunKaLmmn n ayteHTUdGUKaumun).

PaboTHMKn  O6wectBa  AO/MKHbI  obecneymMBaTb  HadjieXkallylo  3aWumTy
obopynoBaHua, ocTaBnsemoro 6e3 npucmoTpa, OCOGEHHO B Tex Cc/y4yasax, Korga B
nomelLeHMe MMEeOT AO0CTyn MOCTOPOHHME nuua. Bce nonbsoBatenn MHPOPMaLMOHHOM
CUCTEMbI MEPCOHANbHbIX AAHHbIX LO/MKHbI 3HaTb TpeboBaHMa no 6He3onacHOCTM
MepPCOHaNbHbIX AaHHbIX W Npoueaypbl 3aWwmMTbl 06OpyA0BaHWUA, OCTaBAeHHOro 6e3
NPUCMOTPA, a TaKXKe CBoM 06A3aHHOCTU NO 0becrneyeHuto TakoM 3aLMTbl.

PaboTHMKam  3anpelwjaeTca  yCTaHaBAMBaTb  MOCTOPOHHEE  MPOrpammHoe
obecneyeHne, NOAKNOYATb INYHbIE MOBU/IbHbBIE YCTPOICTBA U HOCUTENN MHOPMaLMK, a
TaK ¥Ke 3anucbiBaTb Ha HUX 3aWMLLL@EMYIO MHGOPMALLUIO.

PaboTHMKam 3anpelyaeTcs pasrnawaTh 3awWuWaemyro MHPopmaumio, KoTopas
CTana UM U3BECTHA B CUY BbINONHEHMA UMW CBOMX LONKHOCTHbLIX 06S3aHHOCTEN.

Mpu paboTe C nepcoHanbHbIMX AAHHbIMM B  WHPOPMALMOHHON cUcCTEMeE
NepCcoHaNbHbIX AaHHbIX PaboTHMKM ObuiectBa 06A3aHbl UCKAOYUTL BO3MOXKHOCTb
NPOCMOTPa MEPCOHANbHbIX AAHHbIX TPETbUMM JNLUAMW C  MOHWUTOPOB OOBEKTOB
BbIYUC/IUTENIbHON TEXHUKM.

Mpw 3aBepweHnmn paboTtbl ¢ MIHOOPMALMOHHOM CUCTEMOM NEePCOHaNbHbIX AaHHbIX
pPaboTHMKM 06A3aHbl 3aWWUTUTL OOBEKTbI BbIYNCAUTENBHON TEXHUKM C MOMOLLbBLO
GNOKUPOBKU K/TIOYOM UM SKBUBANIEHTHOIO CPeACTBA KOHTPOAA, Hanpumep, 4OCTyrnom no
napo/ito, eC/IN He UCNONb3YoTCA bosiee CUbHble CPeaCcTBa 3aLUMUTDI.

PaboTHMKM Ob6LecTBa f0MKHbI ObITb NPOMHPOPMMPOBAHbI 06 Yrpo3ax HapyLleHUA
peXuma 6e30nNacHOCTU NepPCOHasIbHbIX AAHHbIX M OTBETCTBEHHOCTM 33 €ro HapylleHue.
OHM [o/MmKHblI  OblTb  O3HAaKOMJIEHbl C YyTBep)KAeHHoW dopmanbHOW npoueaypom
HaNOXKeHUA AUCUMNIMHAPHbLIX B3bICKAHWMI Ha pPaAbOTHMKOB, HApyLAKOWUX MNPUHATbIE
NONUTUKY M NpoLeaypbl 6€30MacHOCTM NepPCOHabHbIX AaHHbIX.

PaboTHUKN 065s3aHbl 6e3 npomeaneHuna coobuiatb 060 Bcex HabawaaembixX UK
noAo3puUTENbHbIX CAy4Yasx paboTbl MHPOPMALIMOHHOM CUCTEMbI NEPCOHAIbHbIX AaHHbIX, @
TaKXe O BbIAB/MIEHHbIX UMW COBLITUAX, 3aTparnBaloWMxXx 6e30MacHOCTb MepCoHaNbHbIX
AaHHbIX, PYKOBOACTBY M UL, OTBEeYatloleMy 3a Heme/IeHHOe pearmpoBaHMe Ha yrposbl
6e30nNacHOCTU NePCOHabHbIX AaHHbIX.

IX. [oNKHOCTHbIEe 06513aHHOCTU Nonb3oBaTene UHPOPMaLMOHHOWU CUCTEMDI
NepCcoHasbHbIX AAHHbIX

JONXKHOCTHbIE 06A3aHHOCTU nonb3oBaTesiein MH(bOpMBLI,VIOHHOVI Cnctembl
NEPCOHANIbHbIX AaHHbIX ONNCAaHbl B CheAyOWnNX JOKYMEHTAX!:

— NHCTpyKLUMA AAMUHUCTPATOPa MHGOPMALMOHHON CUCTEMbI NEPCOHANbHbIX
OAHHbIX;
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- MHcTpyKuma OnepaTopa WHPOPMALMOHHON CUCTEMbBI MEPCOHANbHbIX
AaHHbIX.

X. OTBETCTBEHHOCTb NOJib30BaTeNiei MHPOPMALMOHHON CUCTEMBbI NEPCOHANbHBIX AAHHDIX

B cooTtBeTcTBMM cO cTaTbamn 24 depepanbHOro 3akoHa ot 27 wwona 2006 r.
Ne 152-®3 «O nepcoHanbHbIX AaHHbIX» /NLA, BMHOBHble B HapyleHUU TpeboBaHWi
dPepepanbHOro  3aKOHa, HecyT rpaKAAHCKYl, YronoBHYI, aAMWHUCTPATUBHYIO,
OVCUMNAVHAPHYIO M WHYIO NpeayCMOTPEHHYH 3aKoHOAAaTeNbCTBOM  Poccuiickon
depepaunm oTBETCTBEHHOCTD.

Jencteylowee  3aKkoHopgatenoctBo  Poccuickon  depepaumm  nossonset
npeabaBnATb TpeboBaHMA Mo obecnevyeHuto 6He3onacHom paboTbl € 3aWMLLAEMON
nHbopmaumer M npeagycmatpuBaeT OTBETCTBEHHOCTb 33 HapyleHWe YCTaHOBAEHHbIX
npaBuAn aKkcnayataumm 3BM 1 cuctem, HenpasoMepHbI A0CTYN K MHGOPMaLMK, ecnm 3Tu
AENCTBMA NPUBENN K YHUUTOXKEHUIO, BIOKMPOBaHWUIO, MoguduKaLmMm MHGopmaLmm uam
HapyLeHuto paboTbl IBM unu ceteit (ctatbmn 272, 273 1 274 YK PO).

NMonb3oBaTtenu MHd)OpMaLI,MOHHOI‘a CNCTemMmbl MNepCOoHA/IbHbIX AdHHbLIX HEeCyT
OTBETCTBEHHOCTb 3a BCe ,Cl,emCTBMﬂ, coBepweHHblE OT MMEHU UX YYETHbLIX 3anucen mam
CNCTEMHDbIX YYE€THbIX 3ar|v1cel71, ecam  He AO0Ka3aH d)aKT HECAHKUMOHNPOBAHHOIO
MCNOZIb30BaAHNA YYETHbIX 3anucen.

Mpw HapyweHuax paboTHMKammn ObwecTsa — Monb3oBaTenamm MHGOPMALMOHHOWN
CUCTEMbI MEPCOHaNbHbIX AAHHbIX MPaBW/, CBA3AHHbIX C 6€30MacHOCTbIO NEePCOHAsbHbIX
OAHHbIX, OHU HecyT OTBETCTBEHHOCTb, YCTaHOB/IEHHYHO AeNCTBYOLWUM
3aKoHoAaTenbcTBOM Poccuitickon deaepaunu.

MNpuBeaeHHble Bbllle TpeboBaHMA HOPMATMBHbLIX [AOKYMEHTOB MO 3alluTe
MHbOPMaLMU A0MKHbI BbITb OTPaXKeHbl B JIOKa/IbHbIX HOPMaTUBHbIX WU MPaBOBbIX aKTax
ObuwecTsa.
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Xl. CnNMNCOoK Ucno/sib3oBaHHbIX UCTOYHUKOB

Konctutynusa Poccutickoit @enepaiuu;

Koncrutynus Pecniyonuku Mapuii Ox;

Tpynosoii koaekc Poccuiickoit dexnepaiuu;

Cewmelinblii koneke Poccuiickoit @enepanum;

®enepanbublii 3akoH OT 27 utonga 2006 r. Ne 152-®3 «O nepcoHalbHBIX

orwbpPE

JTAHHBIX);

6. [Tocranosnenue IlpaButenbcrBa Poccuiickoit denepanuu ot 15 ceHTIOps
2008 1. Ne 687 «OO6 yrBepxkaeHun IlomoxkeHuss 00 OCOOCHHOCTSIX 00pabdOTKH
MEePCOHAIBHBIX JaHHBIX, OCYIIECTBIIAEMOM 0€3 UCIIOIb30BAHUSI CPEICTB ABTOMATH3AIUI;

1. [TocranoBnenne IIpaButenbctBa Poccuiickoit ®enepanmu ot 1 HOSOps
2012 r. Ne 1119 «OG0 ytBepxkaeHun TpeOOBaHUMN K 3aIIUTE MEPCOHATIBHBIX JAHHBIX MPU UX
00paboTke B MHPOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX TAHHBIX);

8. [Ipukaz @enepanbHOil CIyXKObI MO TEXHUYECKOMY M DKCIOPTHOMY
KoHTpomo oT 18 ¢eBpana 2013 r. Ne 21 «O6 yrBepxkneHun CocraBa M COJAEPKAHUA
OpPraHU3aIMOHHBIX U TEXHUYECKUX Mep MO obOecredeHHIo 0e30MacHOCTU MePCOHANbHBIX
JAHHBIX PU UX 00paboTKe B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTaHHBIX);

9. bazoBast momenp yrpo3 0e30macHOCTH MEPCOHANBHBIX JAaHHBIX MPH HX
00paboTke B HWH(POPMALMOHHBIX CHCTEMAaxX TEPCOHAIBHBIX JaHHBIX, YTBEP)KIACHHAS
3amectuteneM aupekropa @CTIOK Poccuu 15 despans 2008 r.;

10.  Meroauka ompeneneHusl aKTyalbHbIX YTpo3 0€30MacHOCTH MEPCOHATBHBIX
JaHHBIX TpU UX 00paboTke B HMH(POPMAIMOHHBIX CHUCTEMaX MEPCOHANbHBIX [IaHHBIX,
yrBepxaeHHas 3amectureneM qupekropa @CTOK Poceun 14 despans 2008 r.






